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Aytentudukanus

be3zonacHocts nndopmanuu

I'ocynapcrBennas
UH(pOpPMaLMOHHAs cHCcTeMa

Hoctyn k uapopmanum
HocTynHocTh

3ammra uHGOpMaUn
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3ammmaemas HHGOpMAaHs

WNnentuduxanus

WNudopmannonHas cucrema

Nudopmarnmonusie pecypcsl

WNudopmannoHHble
TEXHOJIOTHH

WNndopmanus

KonTponupyemas 30Ha

KonduaenmnuaibHOCT

TEPMHWHBI 1 ONPEJAEJIEHUSA

JlelicTBUS 1O TPOBEpKE MOJIMHHOCTU CyOBEKTa J0CTyINa
B UH(POPMALIMOHHOM CUCTEME

CocrosiHME 3allUIIEHHOCTH HHGOpPMaLKU, IpPU KOTOPOM
obecriedyeHbl €€ KOH(QUACHIMAIBHOCTh,  JIOCTYITHOCTb
U 1IeJIOCTHOCTh

WNudopmannonnas cucrema, co3aaBaeMasi B IeJIsX peaan3aliu
MIOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecrieueHuss oOMeHa wuHGpOpMAIMEd MEXAY OSTHMH
OpraHami, a TaK)K€ B MHBIX YCTAHOBJIEHHBIX (peepanbHbIMU
3aKOHAMH LIEJISIX

Bo3MokHOCTB nomydeHust MHGOpMaIuK U ee UCIOIb30BaHUS
CocrosiHHe HWH(POpPMAIMH, XapaKTEPHU3yeMOe CIOCOOHOCTHIO
TEXHUYECKUX CPEACTB M HMH(POPMALMOHHBIX TEXHOJOTHH
obecrieynBaTh OECIPENATCTBEHHBI OCTYNl K HWH(pOpMaIHuu
CyOBEKTOB, UMEIOIIMUX HA 3TO MOJIHOMOYHS

3ammra WHQOpPMALMKU, HANpaBICHHAs Ha IPeIOTBpAIlCHHE
NOJIyYeHHs 3aIluiiaeMoil MHpopMalnuu 3auHTEPECOBAHHBIMU
CyObeKTaMH C HapyIIEHHEM YCTAaHOBJICHHBIX HOPMAaTHBHBIMU
U IPaBOBBIMU JIOKyMEHTaMM (aKTaMHu) HJIM 0O0JaJaTensiMu
uHbOpMAlMK TIpaB WM NPaBUJI Pa3TPAaHUYCHUS JIOCTYIIA
K 3a1umaemMoi uHGopManuu

Wndopmanus, sABISAIOMASACS TNPEAMETOM  COOCTBEHHOCTH
U TOoJIeXKalas 3allUuTe B COOTBETCTBUU C TPeOOBaHUSAMU
MIPABOBBIX JOKYMEHTOB 170031 TpeOOBaHUSIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHHUKOM UH(POPMALIUU
[IpucBoenue cyobekTaM 1 00bEKTaM JOCTYIa HACHTHUKATOPA
U (WIM) CcpaBHEHHME MPEIbSBISAEMOro HICHTU(HUKATOpa
C TepeyHeM MPUCBOCHHBIX HICHTH(PHUKATOPOB

CoBOKYIHOCTb copeprkalielics B 0a3zax JaHHBIX MH(OpMAaIu
n oOecneyuBarOmUX €€ 00paboTKy HUHGPOPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUUECKUX CPEJICTB

OTnenbHBIE JTOKYMEHTHI M OTIEIbHBIE MACCUBBI JIOKYMEHTOB,
JOKYMEHTBl W  MAacCHBBl  JIOKyMEHTOB, COJepXKaliuecs
B MH(QOPMAaLMOHHBIX cuUcTeMax (OubnMoTeKax, apXuBax,
¢dongax, OaHKaX JaHHBIX, HH(HOPMAIIMOHHBIX CHCTEMax JAPYTHX
BU/JIOB)

IIponecchl, Metonabl mMmoucka, cOopa, XpaHeHHs, 0OpabOTKH,
MIPEIOCTABIICHNUS, PACIIPOCTPAaHEHUsI UHPOPMAIIMH U CIIOCOOBI
OCYILECTBIICHHS TAKUX MPOLIECCOB U METOJIOB

Csenenus (coobmieHus, JTAHHBIC) HE3aBUCUMO
oT (OpMBI X TPEACTABICHUS

[IpoctpanctBo  (TeppuTopmsi, 37aHUE, YacTh  3/IaHUS),
B KOTOPOM HCKJIIOUEHO HEKOHTPOJIHMpYeMoe NpeObIBaHUE JIHII,
HE WMEIOIMUX IIOCTOSHHOTO WJIM  Pa30BOTO  JIOITYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPECTB

O0s3arenbHOE 11 BHIIOJIHEHUS JIUIIOM, MTOJYYUBIIUM JOCTYII
K ompeAelieHHOW HHQOpMaIuu, TpeOOBaHWE HE TepeaaBaTh
Takyl0 HHPOpMalMIO TPEeThbUM JHuIaM 0e3  corymacus
ee obnanaTens



O6paboTka nepcoHaIbHBIX
JaHHBIX

Omneparop

HCpCOHaJ'IBHBIe JaHHBIC

Yrpo3a 6e3011acHOCTH
uH(popManuu

Vsa3BuUMOCTD

LlenoctHOCTH

JlevicTBus (omeparyu) ¢ NepCOHANbHBIMUA JaHHBIMH, BKIIOYAs
cOop, cucTeMaTHU3alnio, HAKOIUIEHHWE, XpaHeHHe, YTOYHEHHE
(oOHOBIIEHUE, U3MEHEHHE), UCTIONB30BAHUE, PACIIPOCTPAHEHUE
(B ToM umcie mepemady), obOe3nuuMBaHUE, OJOKHPOBAHHE,
YHUYTO)KEHHUE TIEPCOHAIBHBIX TAHHBIX

IrpaXJaHUH WIM IOPUAWYECKOE JIMIO, OCYILECTBISIOLINE
JESITeIbHOCTh O JKCIUTyaTallud MH(OPMAIIMOHHONW CHCTEMBI,
B TOM uuciae 1o oOpaboTke wHOOpPMAIUHU, COAEpKaIICHCs
B ee 0a3ax JaHHBIX

JIrobass uHpopManysi, OTHOCAIIAACA K HPSAMO WJIM KOCBEHHO
OTIpeJICIIEHHOMY WJIH OTIpEeNIeIIeMOMY (PU3NIECKOMY JIUILY
CoBOKYNHOCTb ~ yclnOBUH U (AKTOpPOB,  CO3/JAIOLIMX
MOTEHIINAIEHYIO WIN peasbHO CYUIECTBYIOIIYIO
OMAaCHOCTb,  CBSI3aHHYHO  C  yTeuykod  uHpopMmanuu
W/WIA HECAaHKIIMOHUPOBAHHBIMHA W/WJIM HETpeIHAMEPEHHBIMH
BO3/ICHCTBUSAMU Ha Hee

Henocratox (cmabocTb) MIPOTPAMMHOTO
(mporpaMMHO-TEXHHUYECKOT0) CPEICTBA MM MH(DOPMAIIMOHHON
CHCTEMBI B IEJOM, KOTOpPBIH (KOTOpas) MOXeT OBITh
UCIOJb30BaHA JUI  pealu3allud  yrpo3  0e301acHOCTH
uH(pOpMaIN

VYcroitunBocTh  MH(OpPMAMM K  HECAaHKLMOHHPOBAHHOMY
WM CIy4aiiHOMY BO3ZEMCTBHIO Ha HEE B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3yJIbTaTOM KOTOPOI'O MOXKET
OBITh YHUUTOXKEHHE U UCKAKEHUE UHPOPMALUH



I'OCTP
IHonutuka

N i(0)%

®dCb Poccum
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHU A

I'ocynapctBennsbiii ctannapt Poccuiickoit deneparuu

[TonuTrka nHMOpMAIMOHHOM Ge30macHOCTH ['ocy1apcTBEHHOTO
OIO/IKETHOTO JTOIIKOJIBHOIO 00pa30BaTEeIbHOTO YUPEKACHHUS
nerckuii can Ne 30 IIpumopckoro paiiona Cankr-IlerepOypra
l'ocynapctBeHHoe OOJKETHOE JIOHIKOJIBHOE 00pa3oBaTEIbHOE
yupexaenue gerckuit cag  Ne 30 IIpumopckoro paiiona
Cankrt-IlerepOypra

®denepanbHas cinyx0ba 6e3onacHoctu Poccuiickoit denepanuu
®enepanpHas ci1yk0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME NOJOXEHUA

Hacrosmas [Tonmutuka siBnsieTcss JOKYMEHTOM, ONPEIEIISIONIMM HaPaBIeHUs AeSITeTbHOCTU
B o0Omactu obOecrneueHuss MHPOPMAIMOHHON  OE30MAaCHOCTH W TPEACTABISAECT  COOOM
CUCTEeMAaTHU3UPOBAHHOE M3JIOXKEHHE IIeJiel U 3a/1a4 HH()OpPMALlMOHHON 0€30IaCHOCTH, KaK OJIHO WJIH
HECKOJIbKO TPaBUJI, MPOIEAYDP, MPAKTUUYECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIIUIOB, KOTOPHIMU
pykoBoactByercss I'B/IOY, a Takke OpraHu3allMOHHBIX, TEXHOJOTHMYECKHUX M MPOLEITYPHBIX
ACTIeKTOB oOecreueHus: MHPOPMAITMOHHON 0€30MMaCHOCTH.

[Tonoxxenus  Hactosamei  IlonmuTuku He  pacmpocTpaHsoTcs Ha  oOecrieyeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHY.

OcHoBHOH 3amaueit B oOsactu wuHPopManmuoHHON Oe3omacHoct ['BJIOY mnpusHaer
COBEPILICHCTBOBAHME MEp M CpPEACTB OOECNeYeHUs 3alUThl HH(pOpMAy HWHPOPMAIMOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHUS 3aKkoHojaTenabcTBa Poccuiickoit denepanuu U HOPM
peryaupoBaHusi UHPOPMALMOHHON JEATEIBHOCTH B TEKYIIUX YCJIOBHUSX (DYHKIHMOHUPOBAHUS
MH(OPMALIMOHHOTO TOJIS.

[Tpu pa3pabotke [ToMUTHKN YYIUTHIBAIMCH OCHOBHBIC TIPUHIIUIIBI CO3MAHUS CUCTEM 3alTUTHI
uH(pOpMallK,  XapaKTePUCTUKA M  BO3MOXKHOCTH  OpPraHU3alMOHHO-TEXHUYECKHX  MEp
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlllapaTHO-TIPOTPAMMHBIX CPEICTB 3aIUTHI HH(POpMAIIHH.

B pamkax cBoeii nestensHoctd I'BJIOY 00s3yercs npeanpruHuMaTh BCE BO3MOXKHBIE MEPBI
JUTS 3alIMTHI HHPOPMALIUU OT yrpo3 0e30macHOCTH HHPOPMAITUH.

TpeboBanust wHGOPMAIIMOHHON O€30MaCHOCTH, COOTBETCTBYIOT IENAM JAESITEIbHOCTU
I'BAOY u npeanazHaueHbl 11 CHUKEHUSI PUCKOB, CBSI3aHHBIX C peaju3aluei yrpo3 6€301nacHOCTH
uHpopmanuu.

[Tonutuka nocrynna Bcem padoraukam I'BJIOY u BceM nosib3oBaTenisiM ero pecypcos.

2 1EJHA U 3AJJAYM OBECIIEYEHU S TH®OPMAILIMOHHOM BE3ONNACHOCTH

Cy0bexTbl HHPOPMALMOHHbIN OTHOLIEHHU I

CyOnexTamu npu obecrnieueHMH HHGopMannoHHoi 6e3onacHocT B I'BAOY sBistores:

PabOTHUKHU CTPYKTYPHBIX MOJIpa3esieHui (B TOM YKCIIe YBOJIEHHBIE);

rpaxjaHe, paboTaromue no J0roBopam rpax/aaHcKO-IPaBOBOro XapakTepa;

¢busnueckue M, NPEICTaBUTENNM KOHTPAareHTOB B paMKaX MCIIOJHEHUS JIOTOBOPHBIX
00s13aTENLCTB;

dbusndeckue nuia, nojasiiue odpamienue B ajapec [' b0V,

IOpUJINYECKHE JIMIA, B PAMKax HCIIOJIHEHHs JIOTOBOPHBIX 00s3aTeIbCTB MM BO HMCIIOJHEHUU
TpebOBaHMl CO CTOPOHBI 3aKOHOATENbCTBA Poccuiickoit deaepanny;

Oprasbl TOCYyJJapCTBEHHOH BJIACTH.

O0bexThbl HHPOPMALMOHHBIX OTHOLICHHU I

Oo6bexTamu HH(OPMAITMOHHBIX OTHOIICHUN SBISIFOTCA:

undopmarnmonusie pecypesl ' BJIOY;

rocyJapcTBEHHbIE ~ MH(pOpMalMOHHbIE  cucTeMbl — OmepaTopoM  KOTOPBIX  SIBJSIETCS
I'BAOY;

nporieccel  00paGoTku  umHpopmanuu B uMHPopMaumoHHbIX  cuctemax —['BJ/IOY,
MH(OPMALIMOHHBIE TEXHOJIOTUH, pEerJIaMeHThl U MpoueAaypsl cbopa, 00pabdOTKH, XpaHEHUs
U repeiaun HHPOpMaLuy;

nHpopmanmoHHass HWH(QpacTPyKTypa, BKIIOYAIONIas CHUCTEMBbI OOpabOTKH, XpaHEHUs
U aHajM3a UH(OpMAIMK, TPOrPaMMHBIE U IIPOTPaMMHO-AIIapaTHbIe CPEJCTBA, B TOM YHCIIE KaHAIIbI
CBSI3M U TEJIEKOMMYHUKAIIHH;

CHCTEMBI M CPEJCTBA 3aIIUTHl HHPOPMALIUU, OOBEKTHI U MOMEIIEHHS], B KOTOPBIX pa3MeEIleHbI
cpenctBa 00paboTKH HHPOPMAIIUH.

Heau o0ecneyennst UHPOPMANMOHHOI 6€30NACHOCTH

OcHOBHOM 11eNbI0 0OecnieueHust nHpopMannonHoi 6ezonacuoctu 'BJIOY sBnsroTcs nercTBus
HaIlpaBJIeHbl Ha JOCTHXEHHE 3aIUTHl CYOBEKTOB MH(POPMALMOHHBIX OTHOIIEHUH OT BO3MOXKHOTO
HaHECEHUs] UM MAaTepUaIbHOr0, (U3UYECKOr0, MOPAJIBHOIO WM HHOrO yiiepOa, MOCpeiCcTBOM
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CIIy4aiiHOTO I IIpEIHAMEPEHHOT O BO3JEHCTBUSA Ha UH(OPMaLHIO,
B TOM YHCJIE!

o0ecrnieueHus OTKa30yCTOMYMBOTO (YHKIIMOHUPOBAHUS IPOrPaMMHBIX
1 annapatHo-nporpaMMubIx cpeAcTB ['BJIOY u nmpegocraBisieMbIX CEpPBUCOB;

COOJIOJICHHsSI TIPABOBOTO PEXHMa HCIOJIBb30BaHUS MACCHBOB M CPEACTB  00pabOTKH
nHpopmanuu;

OpPEOTBPALICHUS peaNu3aluud Yrpo3 0e30macHOCTH HMH(OPMAIMM TpPU  OCYHIECTBICHUU
nestenpHoctu I'BOY.

3agaun obecneyeHusi HHPOPMALIMOHHOM 0€30MIACHOCTH

JocTmwxkenue neneil odecrieueHnst MHGOPMAIMOHHON 0€30MaCHOCTU U CBOMCTB MH(OpMaLUy,
I'BOY pemiaercs cieayromyMy 3a/1a4aMHu:

3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MHPOPMALMOHHBIM pecypcam;

pasrpaHuueHHs JOCTyIa MOJb30BaTelneld K WHPOPMALMOHHBIM, allapaTHbIM, TPOTPaMMHBIM
Y UHBIM pecypcaM;

perucrpali M NEpUOAMYECKOTO KOHTpOJIs JAEWCTBUH IOJb30BaTesneld mnpu 00paboTke
3anImaeMoi HHGpOpMaIK 1 NEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUH;

KOHTPOJISI LIEJIOCTHOCTH CpEAbl HCIOJHEHHS NIpOrpaMM M €€ BOCCTAaHOBJIEHHUE B Ciydae
HapyILICHUS;

oOecrieyeHUss ayTeHTHU(DUKALUMU U HMJIEGHTU(UKALMU  [0JIb30BaTeNe,  Y4acTBYIOLIUX
B MH(OPMaLlMOHHOM OOMEHE;

o0ecrieueHus VCIIPABHOCTHU IPUMEHSAEMBIX B UH(POPMALIMOHHBIX CUCTEMAX
I'BAOY cpencTs 3amuThl HHGOPMAITUY;

CBOEBPEMEHHOI'0 BBISBICHHE HMCTOYHUKOB Yrpo3 0e30macHOCTH HHGPOPMALUHU, NPUYUH
U YCIOBHMM, CHOCOOCTBYIOIIMX  HAHECEHUIO  yiiepba  3aMHTEPECOBAHHBIM  CYObEKTaM
UH(POPMALIMOHHBIX OTHOIIEHUH;

CO3/1aHMEM CIIY>)KObl MOHUTOpPHHIA M pearnupoBaHMs Ha Yrpo3bl 0€30MacHOCTH MH(POpMAIUH
Y HETaTUBHBIE MTOCIIEICTBUS,

CO3JIaHUEM YCIIOBHMH JUIsI MUHUMU3AI[MM HAHOCUMOTO yIliepOa HelpaBOMEPHBIMH JI€HCTBUSIMH,
Y yCTpaHEHHUE MOCIeACTBUIN HapylieHus: nHopmaimonHoit 6e3omacuoctu B 'B/IOY.

Pemenue BoimenepeuncinenHsix 3aa4d B ['BJIOY ocyiecTBisieTcs mocpeacTBOM:

yueTa BceX MoAJIekalluX 3aluTe THPOPMAIIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JIEHCTBUI MepcoHalia, OCYLIECTBISIONIEr0 00CIyKUBaHUE U MOAU(DUKALIUIO
IIPOrPaMMHBIX U POTPaMMHO-aNapaTHBIX CPEICTB NHPOPMALIMOHHBIX CUCTEM;

periaMeHTanuu mporeccoB 00paboTku uHpopmanuu, aedcTBuil padorHukoB I'BJIOY,
OCYIIECTBISIOIMX 3KCIUIyaTallii0 MPOrPaMMHBIX U IIPOIPaMMHO-AINAPATHBIX CPENCTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3alMOHHO-PACIIOPSIUTENBHBIX JOKYMEHTOB MO 3aluTe HHPOpMAaLHH;

Ha3HAa4YeHUs U MOATOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aIMIO U OCYIIECTBICHHUE
MEpOTNpHUATHIA 10 obecnieueHunto nHpopmalMoHHoit 6e3onacHoct B 'BJIOY;

HaJeNIeHUs] KaXJ0oro paOOTHHMKAa MHMHHUMaJIbHO HEOOXOAMMBIMH IpaBaMu TIpu padoTe
B MH(POPMALMOHHONW HHPPACTPYKTYPE COTIIACHO UX JOKHOCTHBIM O0S3aHHOCTSIM;

COOJTIOJIEHHS] BCEMH Pa0OTHUKAMHM, SKCILTyaTHPYIOIUMHI U 00CTY>KUBAIOLUMH TIPOTpaMMHBIE
U [pOrpaMMHO-aINapaTHbIE  CpEACTBa, TpPeOOBAaHMM  OpPraHU3ALMOHHO-PACHOPSIAUTENBHBIX
JIOKYMEHTOB 110 BoIlpocaM obecrieueHus: HHPOpMamOHHON 6€30MacHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka)J0T0 pabOTHUKA 3a CBOU JIEHCTBUS, Y4aCTBYIOIIETO
B paMKaX CBOMX (DYHKIIMOHAJIbHBIX O0S3aHHOCTEH B Ipolleccax aBTOMAaTU3MPOBAaHHOW 00paboOTKU
UH(OPMAIIMU ¥ UMEIOIIETO J0CTYI K pecypcaM HH(POPMAITMOHHBIX CUCTEM;

peanu3ayell TEeXHOJIOTHYECKUX IPOLEccCOB 00paboTKH WHGPOpPMALMU C HCIOJIb30BaHUEM
KOMILUJIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKMX MEp 3allUThl [POrpaMMHOIO  oOecredeHus,
IIPOrPaMMHO-AIIIAPATHBIX CPENICTB;

IPUHATHS MEp 10 00ecredeHn 0 GU3NIECKOH LIEIOCTHOCTU POrPAMMHO-ANNAPaTHBIX CPEICTB
MH(POPMALMOHHBIX CUCTEM U MO )KaHUEM HEOOXO0AUMOr0 YPOBHS 3alIUIIEHHOCTH KOMIIOHEHTOB;

UCIOJIb30BaHUSl MIPOrPAMMHBIX U NPOrPaMMHO-ANINapaTHBIX CPEACTB 3allUThl MH(pOpMaIUU
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obpabarsiBaemoM B ['BJIOY u anMUHHCTPAaTUBHON NOJIEPIKKOIM MX UCIOIb30BAHNUS,

KOHTPOJSL ~ COOJIOAEHUS  IOJIb30BATENsIMM  HMH(MOPMAILMOHHBIX ~ CHUCTEM  TpeOOBaHMM
1o 00ecreyeHNI0 NHPOPMAITMOHHOM 6€3011aCHOCTH;

npoBeeHus aHan3a () (HEKTUBHOCTH MPHUHATHIX Mep 3aIIUThl HH(OPMAIMHA ¥ TPUMEHIEMbIX
cpeacts 3aumThl nHpopmarmu B ['BJIOY;

pa3pabOTKM UM peaau3aluy HNPEUIOKEHUM 10 COBEPIIEHCTBOBAHUIO CHUCTEM  3alUThI
unpopmanuu B ['BAOY.

3 NPUHIOMUIIBI OBECIEYEHUS TH®OPMAIIMOHHOM BE3OINACHOCTHU

Obecneuenne nHGOPMAIIMOHHONH 0E30MaCHOCTH, JOJDKHO OCYIIECTBISITHCS B COOTBETCTBHUU
CO CJIeIYIOUIMMH OCHOBHBIMU IPUHIIUIIAMHU:

[ puHOMI 32KOHHOCTH

[Tpu BBIOOpE MEpONpPUATUN MO 3alIMTe HHPOPMAIMH, AOKHO COOII0IAThCs JeHCTBYIOIIEE
3akoHozaTenbcTBO Poccuiickoit deneparuu B chepe 3auThl HHGOPMALIUU.

Bce paOoTHHKM AOKHBI UMETh MpEACTaBIeHHE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHUS
B ctepe 3amuTel nHpopmanmu. [Iporpammuo-anmaparHsie cpenacrsa, npumensemsie B I'B/10Y,
JOJKHBl MMETh COOTBETCTBYIOIIME IHUIEH3WU, OPHUIMAIBLHO MPUOOpETaThCs y MpeacTaBUTENeH
Ppa3pabOTUYUKOB ATUX CPEACTB WIIH SIBISATHCSA MHTEUIEKTyallbHOM cobcTBeHHOCThIO [ B/IOY.

IIpuHIMI CHCTEMHOCTH

[Tpu co3aHuym CUCTEMBI 3alIUTHl JOJDKHBI YUYUTBHIBATHCSA aKTyajdbHbIE YTPO3bl 0€30IaCHOCTU
uH(pOpMallii, BO3MOXKHbIE OOBEKTHI M HAMpaBJICHHS aTaKk HAa HEE CO CTOPOHBI HAPYIIUTENICH.
Cucrema 3a1uThl 10J)KHA CTPOUTHCS € YIETOM HE TOJIBKO M3BECTHBIX KAHAJIOB YTEUKU HH(POPMAIIH,
HO U C Y4ETOM BO3MOKHOCTH IMOSIBIICHUS HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM 00€CIIEUECHHUU.

IpuHOMI KOMIIEKCHOCTH

KommiekcHoe Hcosib30BaHUEe CPEACTB 3allMThl HH(OPMAIMK MPEANoIaraeT CorjlacOBaHHOE
IPUMEHEHUE NPU MTOCTPOSHUH IEJIOCTHON CHCTEMBI 3alllUThI, IEPEKPHIBAIOLIEH BCE CYIIIECTBEHHbIE
yrpo3bl 6e30macHOCTH MHGOpMaIMK. 3aliuTa J0JDKHA CTPOUTHCS 3lIeloHHpoBaHO. Pusnyeckas
3aluTa J0JKHA 00ecnieunBaThes (GU3MUECKUMHU CPEICTBAMU M OPTaHU3allMOHHBIMU MEpPaMH.

[Tpu mocTpoeHnu, BHEAPEHUH U HKCIUTyaTallMM CUCTEMBI 3alllUThl HHPOPMALIUU PYKOBOJICTBO
I'BAOY obGecneunBaer ycnoBuss uist 3(G(EKTUBHON KOOpIMHAIMM JAEMCTBUM BCEX JIUL,
obecrneunBaromuX HHHOPMAITMOHHYIO O€30MaCHOCTbD.

I[IpuHOMD CBOEBPEMEHHOCTH

Pa3zpaboTka cucTteMbl 3alMThl MHGOPMALUU JTOJDKHA BECTUCH MapajuleibHO C pa3paboTKoOH
U UHPOPMALMOHHOM  CHUCTEMBbl. ITO TMO3BOJUT y4yecTb TpeOoBaHHA  O€30IMaCHOCTH
OpU TPOEKTUPOBAHMM AapXUTEKTyphl M, B KOHEUYHOM cuyeTe, co3faTh Oosiee 3¢ eKTUBHBIC
MH(OpPMaLMOHHBIE CUCTEMBI, 00J1aat0IINe JOCTaTOYHBIM YPOBHEM 3aLUIIIEHHOCTH.

IIpuHIMI NpeeMCTBEHHOCTH

[TocTosiHHOE COBEpPIIEHCTBOBAaHME MEp M CPEIACTB 3allUThl HHGOpPMallMd Ha OCHOBE
IPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHX peIIeHUH, KaJpOoBOr0 COCTaBa, aHaIu3a
(GYHKIMOHUPOBAaHUST MH(POPMAIMOHHBIX CHCTEM W CHCTEMBI €€ 3allUThl C y4eTOM HW3MEHEHHH
B METOJaX M CpeAcTBax IepexBara HH(POpMalMM, HOPMATHBHBIX TpeOOBAHUN IO 3aIIUTE
uH(pOpMaLIUH.

IpyuHOMI 10CTATOYHOCTH

CooTtBeTcTBHE YPOBHS 3aTpar Ha oOecneueHrne HHPOPMAIIMOHHOM 6€30MacHOCTH U LIEHHOCTH
MH(OPMaLIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIIepOa OT UX pasriialleHus], yHUUTOKEHUS
U UCKaxeHus. Vcnosibp3dyemble Mepbl M CpPEACTBA 3allUThl MHGOpMAIMM HE JOJDKHBI YXYALIAaTh
SProHOMHUYECKHUE MOKa3aTeIn KOMIIOHEHTOB MH(POPMAIIMOHHBIX CUCTEM.

IIpyHOMI 0OTBETCTBEHHOCTH

Bo3noxeHnue oTBeTCTBEHHOCTH 3a o0ecrnedeHue 0e30macHoCcTd HHGOpMaIii U ee 00paboTKH
Ha KaXJ0ro pabOTHUKA B Mpejaeiax ero IMOJHOMOYMH. B COOTBETCTBMM C 3TUM MPHHLIUIIOM
pacmpeneneHrie mpaB W 00sS3aHHOCTEH PAOOTHHUKOB CTPOMTCS TaKMM 00pa3oM, 4TOOBI B Ciydae
J110060T0 HapyIIEHUs ObLT U3BECTEH HAPYLIUTENb.



IpuHIUN 000CHOBAHHOCTH M TEXHUYECKOH peau3yeMocTn

HudopmalinoHHbIe TEXHOJIOTUH, TPOrPaMMHBIE U IIPOTrPAMMHO-aNNapaTHbIe CPEACTBA, MEPHI
3alUThl UH(GOPMAIMK JIOJDKHBI OBITh pPEaIn30BaHbI 110 COBPEMEHHBIM PEIICHHSIM, 00OCHOBAHBI
C TOYKHU 3PEHHUS TOCTHUKEHHS 33JaHHOTO YPOBHS 3aIMIICHHOCTH MHGOpPMAIMH U SKOHOMUYECKOU
1eN1eco00pa3HOCTH, a TakXKe COOTBETCTBOBATH YCTAHOBICHHBIM HOPMaM H©  TpeOOBAaHUSAM
1o 6e30macHOCTH HH(POPMAIIHH.

IpuHuun npogeccuonaanzma

Peanuzamus Mep 3amuThl MHQOpPMAIMM M SKCIUTyaTalMsl CPEICTB 3allUThl HWH(OpMaLUU
JIOJKHA OCYHIECTBIATHCSA MPO(ECCHOHATBHBIMU CIIEHUAINCTAMU.

[TpuBreyeHne crenualIn3UPOBAHHBIX OPTaHU3AlMIA K pa3paboTKe CPEACTB U peau3aluud Mep
3alIUThl UHPOPMALIMHU, TTOATOTOBIEHHBIX K KOHKPETHOMY BHJY JAEATEIBHOCTU IO O00ECIEUEHUIO
0e30macHOCTH HH()OPMALIMOHHBIX PECYPCOB, HMEIOIIMX OIBIT IPAKTHUECKOM pabOThI U TUIIEH3UU HA
IPaBO OKa3aHUs YCIIYT B 3TOH 00JacTu.

IpuHIMN MUHMMHU3alUM NPUBUJIETHI 0JIb30BaTe el

ObecrnieueHue MoJib30BaTeNeH MPUBMWIETUSIMU MUHUMAIBHO JOCTATOYHBIMU ISl BHIIOJHEHUS
MMM CBOUX JOJDKHOCTHBIX 00s3aHHOCTel B 'BIOY.

4  OCHOBHBIE TPEBOBAHMUS 110 3AIMTE UHO®OPMALIMHN
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammuThl MH(pOpMaLMU JOJDKHA IPEAyCMaTpuBaTh KOMIUIEKC OpPraHHU3allMOHHBIX,
IPOTrPaMMHBIX U MPOTrPaMMHO-AMMAPATHBIX CPEACTB U MeEp IO 3aluTe MH(pOpMAIMK B IIpoLecce
ee 00paboTKH.

Beinonnenue tpeGoBaHUM AOCTUraeTcs 3a CUeT pealu3allMyd Ha 00beKTax MH(opMaTH3alUU
Mep IO 3aIuTe HHPHOPMAITUH:

UCHTUPUKAIMY U ayTeHTUDHUKALIMY CYyObEKTOB JIOCTYNA U OOBbEKTOB JIOCTYTIA;

YIPaBIEHUIO JOCTYIIOM CYOBEKTOB JJOCTYNA K 00bEKTaM JI0CTYyIa;

OTpaHUUYEHUIO IPOIPAMMHON CPEIBI;

3alllMTe MAIIMHHBIX HOCUTEJIEH MEPCOHANbHBIX TaHHBIX;

peructpanuu coObITHII 6€30MacHOCTH;

AQHTUBHMPYCHOM 3aIlNTE;

00HapyKEHUIO BTOPKEHUIA;

KOHTPOJIIO (aHATU3Y) 3alTUIICHHOCTH MEPCOHAIBHBIX JTAHHBIX;

00€CTeYeHNIO LIEIOCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U MIEPCOHAIBHBIX JTaHHBIX;

00€ecrevyeHnI0 IOCTYITHOCTH MEPCOHAIbHBIX JaHHBIX;

3alUTHI CPENlbl BUPTYAIN3aALNN;

3aLIUTHl TEXHUYECKUX CPEJICTB;

3alUThl UH)OPMAIIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Nepeayy JaHHbIX;

BBISIBJICHUIO MHIIUJIEHTOB U PearupoBaHue Ha HUX;

yIpaBJIeHUIO KOH(pUTypauei HHGOpMaMOHHONW CUCTEMbI M CUCTEMBI 3aIUTHI IIEPCOHATBHBIX
JTAHHBIX.

I'BJIOY, xak obnanaTens nHGOpPMALUU OTPAHUYEHHOTO JIOCTYTIA, IPU OCYIIECTBICHUU CBOUX
paB 00513aHO:

co0JII01aTh MpaBa U 3aKOHHbIE HHTEPECHl MHBIX JIUI;

MPUHUMATh HEOOXOUMBbIE MEPHI MO 3aIUTE HHPOPMAIIH;

OTpaHMYMBATH JOCTYN K HMHQOpPMALUH, €CIM Takas oOOf3aHHOCTh YCTaHOBJIEHA
3aKO0HOIaTenbCTBOM Pocculickont @enepannu.

B Tom uncne I'6/10Y, BripaBe eciau HHOE HE IPEAYCMOTPEHO 3aKOHOAATENLCTBOM Poccuiickoit
denepanuu:

pasperiaTh Wik OrpaHUYUBATh JOCTYI K MH(POPMALIKUH, OTIPEIENIATH HOPSI0K U YCIOBUS TaKOTO
JOCTYTIa;

UCIIOJIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSATh €€, 10 CBOEMY YCMOTPEHHIO;



nepeaaBath MHGOpPMAIMIO JPYIMM JIMIIAM Ha YCTAHOBJICHHOM 3aKOHOJATENIbCTBOM
Poccuiickoii denepaiiyiu OCHOBAHUY;

3alUIIATh YCTAaHOBICHHBIMH 3aKOHOATeNbCTBOM Poccuiickoii denepanuu crocodamu cBOU
IpaBa B CIIy4ae HE3aKOHHOTO MOJIy4YeHUs MH(OpMAIMK WK €€ HE3aKOHHOTIO MCII0JIb30BaHUS HHBIMU
JTULAMU;

OCYILECTBIIATh MHBbIE JAEHCTBUS ¢ HMH(OpManued win paspelaTb OCYIIECTBIEHUE TaKUX
NeHCTBUM, €cnu OJTU JeHCTBUS HE NpPOTHBOpevyar (QelnepaibHbBIM 3aKOHAM M JIPYTUM
HOPMaTUBHO-IIPaBOBbIM akTaM Poccuiickoit @enepanuu.

3ammra WHQOpPMAMM  OTPAHMYEHHOTO JOCTyHa MpPEACTaBIseT COOOW  NPUHATHE
OpPraHU3alMOHHBIX U TEXHUYECKUX MEP, HAIIPABJICHHBIX HA:

coOuo/ieHre KOH(pUASHINATBHOCTH HH(pOpMaIK (MCKII0YEHNE HEMPaBOMEPHOIO JIOCTYTIA,
KOIMPOBAHUS, IPEIOCTABICHUS WIN PACIPOCTPaHEHUS HH(OPMALIUHN);

o0ecrieyeHne eIOCTHOCTH HH(POpMaIuH (MCKITIOUEHIE HEMPAaBOMEPHOTO YHUUTOKEHUS
Wiu MoauuIMpoBaHusa HHGOPMAITUN);

peanu3anuio npasa Ha JOCTYI K HHpopManuu (MCKII0YSHNE HETIPAaBOMEPHOTO OJIOKHPOBAHUS
uHpopmanun).

CpencTBa 3ammThl HHQOPMAIIMH BHEAPSIOTCS 10 PE3yJIbTaTaM MPOBEICHHS OLIEHKH PHCKOB
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Opranun3anus 3amuThl MHGoOpManun

[Tpu opranuzanuu B I'BJIOY 3ammrtel uHbOpManuu, AOKHBI BBINONHATHCS TPeOOBaHUS
@enepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 wuHbpopmanuu, WHPOPMALUOHHBIX
TEXHOJIOTUSIX M O 3alluTe HHPOpPMALUU», KOTOPblE PpEryJupyloT OTHOLICHMS, CBSA3aHHBIE
C YCTAaHOBJICHHEM, U3MEHEHHEM M MPEKPALICHUEM PeKUMa 00pabOTKH 3aInuiaeMoi HH()OpMAaIIHH.
B Tom umcne tpeGoBaHus o 3ammre MHGOPMAIMM, HE COCTABIIAIOLIEH IOCYIapCTBEHHYIO TaiiHY,
coJiepKalleiicss B TrocyJapCTBEHHBIX MH(OPMAIMOHHBIX CHUCTEMaX YTBEP)KICHHbIE MPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yTBep)kAeHUU TpeOOBaHMN O 3amuTe MH(MOPMAIUH,
HE  COCTaBIIIOIIEH  TIOCYAapCTBEHHYIO  TallHy, cojepXalleics B TOCYAapCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMax» JUIsl TOCYAAPCTBEHHBIX HMH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BAOY sBasiercss OnepaTopom.

B I'B/I0Ye nomMuMo peanu3aii OCHOBHBIX Mep 3alUThl HH(OPMAIIMH OCYILECTBISAETCS:

perynsipHasi  OIlEHKa U yOpaBJCHHE pHCKaMU HMHQPOPMAIMOHHON  0€30macHOCTH
B COOTBETCTBHH C YCTAaHOBJICHHBIMHU IPOLIETypaMU B OOJIACTH YIPaBJICHUS PUCKAMU;

MH(OPMUPOBaHUE, oOyueHue u MIOBBIIICHHE KBaJIM(pUKALMH paboOTHUKOB
I'BJIOY B chepe nHPOpMALIMOHHOM 6€30M1aCHOCTH;

MeToauYecKass MoMoIllb pabOTHHMKaAM B Bompocax o0ecreueHus HHGOPMaUOHHON
0e30IMacHOCTH;

aHAJIN3 U MMOMCK BO3MOKHOCTEH IO MOBBIIIEHUIO YPOBHS 3aIMIIEHHOCTH HH(OpMAaIIHH.

Jns opranuzanuu 3amutel uHGopmanuu, ['BJIOY BrnpaBe mpuUMeHSATh CpPelCTBA U METOJIBI
TEXHUUYECKON 3aluThl, MpPEANPUHUMATh Jpyrue, HE MPOTHUBOpEYAllde 3aKOHOAATEIbCTBY
Poccuiickoit denepanuu, Mepsl.

B pamkax obecrnieueHusi 3auThl HHGOpPMALUY, B paMKaxX TPYIOBBIX OTHOIIEHUH HEOOXOAUMO
03HAKOMUTH O] POCIHUCH PAaOOTHUKOB, TOCTYI KOTOPBHIX K MHPOPMALIMU OTPAaHUUYEHHOTO JIOCTYTIA,
HEOOXOJUM JIJIsl BBIIIOJIHEHUSI UMHU CBOUX JIOJDKHOCTHBIX OOS3aHHOCTEH, ¢ mepeyHeM HHpopManuu
OrpaHUYeHHOro AocTyna, u npuHATeIMU B [ BJIOY Mepamu 3amutsl nHGOpMAIHH.

Oco0eHHOCTH 321U THI EPCOHATBHBIX JAHHBIX

[Ipu opranmzanuu o6pabotkn B ['BJIOY mnepcoHanbHBIX JaHHBIX  HEOOXOAUMO
PYKOBOJCTBOBaThCsl TpeOoBaHusiMu DenepanpbHoro 3akoHa oT 27.07.2006 Ne 152-®3
«O nepcoHaANBHBIX JaHHBIX).

[lepeuenr Mep, BbIMOMHEHHE KOTOphIX oOecneunBaeT ['BJIOY B kauecTBe omeparopa
NIEPCOHAIBHBIX JaHHBIX, OJKEH BKJIFOYATh:

HazHaueHnue B [ BJIOY oTBeTCTBEHHOTO 3a OpraHu3anuio 00padOTKH MEPCOHATBHBIX JaHHBIX;
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pa3paboTKy JOKYMEHTOB, OMPEACIISIONINX MPaBUIa B OTHOIIEHUU 00paOOTKH MEPCOHATBHBIX
nanubix B ['BJIOY, nokanpHBIX aKTOB IO BOMpocaM 00padOTKH MEPCOHAIBHBIX JIAHHBIX

NPUMECHECHUE OpPraHU3allMOHHBIX M TEXHUYECKUX Mep MO0 O00ecleYeHHo Oe30MacHOCTH
MIEPCOHANILHBIX JIAHHBIX B COOTBETCTBHM cO cTaThed 19 depepanpHoro 3akoHa ot 27.07.2006
Ne 152-®3 «O nepcoHaIbHBIX TaHHBIXY,

BBITNIOJIHEHHE TPEOOBAHUM 110 COCTABY U COJIEP’KAHUIO OPTaHU3ALUOHHBIX U TEXHUYECKUX MEp
1o oOecrevyeHuIo 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPH MX 00paboTke B MH(POPMAIMOHHBIX
CHUCTEMax IMEePCOHABbHBIX JaHHBIX YTBepkAEHHBIX [Ipukazom OCTOK Poccum ot 18.02.2013 Ne 21
«O0 yTBEepKIEHUHU COCTaBa U COJICPKAHUS OPTAHU3AMMOHHBIX M TEXHUYECKUX MEp 10 00ECIICUYCHHUTIO
0€30MacHOCTH TMEPCOHANbHBIX JIAHHBIX MpU HX 00paboTke B HHGOPMAIMOHHBIX CHCTEMAax
MEPCOHAIBHBIX JTaHHBIX;

OLICHKY BpeJa, KOTOPBIH MOXET OBbITh MNPUYUHEH CYOBEKTaM TIEePCOHATBHBIX JaHHBIX
B cinydyae HapymeHus PenepanmbHoro 3axkoHa Ne 152-D3, cooTHOmIEHHE YKa3aHHOTO Bpenaa
U MPUHUMAEMbIX OMNEPaTOPOM Mep, HaNpaBICHHBIX Ha OOecleueHUE BHIOJHEHHUS O0S3aHHOCTEH,
npenycMotpeHHsix denepansabiM 3akoHOM Ne 152-D3;

o3HakomsieHue pabotHukoB ['BJIOY, HemocpeACTBEHHO OCYHIECTBISIIOMINX O0pabOTKY
MEPCOHAJIbHBIX  JAHHBIX, C I[IOJOXEHUSAMHU 3aKkoHoAaTenbcTBa Poccuiickonn  ®Penepauuu
0 TEPCOHAIBHBIX JAaHHBIX, B TOM 4YHCIE TPEOOBaHHSAMH K 3allUTE MEPCOHANBHBIX JAaHHBIX,
JTOKyMeHTaMu, ompeaelstomumu tpedoBanus ['BJIOY B oTHOmEHWH 00paOOTKH IMEPCOHATBHBIX
JaHHBIX U 00y4YeHHE, TPU HEOOXOIMMOCTH, YKa3aHHBIX PAOOTHHKOB.

OOGecneyenune 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTHU:

ompeieieHueM  yrpo3 U HapymuTened  0e30MacHOCTH  MEPCOHANBHBIX  JIaHHBIX
npu X 00paboTKe B MHYOPMAIIMOHHBIX CHCTEMaX IMEPCOHATIBHBIX JTAHHBIX;

OTpeeNIEHUEM ypPOBHS  3alUIICHHOCTH TEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [loctanosnenus [IpaBurensctBa Poccuiickoit @eneparmm ot 01.11.2012 Ne 1119
«O06 yTBepkIeHWH TpeOOBaHUN K 3allMTe TMEPCOHANBHBIX JMJAHHBIX TMpPU UX 00paboTKe
B WH(OPMAIMOHHBIX CHCTEMAaX MEPCOHAITBHBIX JTaHHBIX Y,

MPUMEHEHUEM TMPOIIEIIINX B YCTAHOBJICHHOM IMOPSIKE MPOLEAYPY OLEHKH COOTBETCTBHS
CPEJCTB 3alUThl HH(OPMaLUK;

OIIEHKOM 2(PPEKTUBHOCTH MPUHUMAEMBIX MEp MO 3alIUTe MEPCOHATBHBIX JAaHHBIX JO BBOJA
B DKCILTyaTaI[io HHPOPMAITMOHHON CHCTEMBI IIEPCOHATBLHBIX JTAHHBIX

BOCCTAHOBJICHHEM IE€PCOHATBHBIX JAHHBIX, BCIEACTBUE MOTYYEHHS] HECAHKIIMOHUPOBAHHOTO
JOCTyTIa K HUM;

YCTaHOBJCHHEM TMpaBWJI JOCTyMa K TEepPCOHAIbHBIM  JIaHHBIM, 0OpabaThIBaeMbIM
B MH(OPMAIIMOHHBIX CHUCTEMaxX IEePCOHATBHBIX JAHHBIX, a TAKXKE OOCCIICUCHUEM PETHUCTPAINN
U y4eTa BCeX JCMCTBUIA, COBEPIIIAEMBIX C IEPCOHATBHBIMU JAHHBIMHU B MH(POPMAITHOHHBIX CUCTEMAaX
MEePCOHATBHBIX JaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMUA MEPaMH T10 3aIlUTe TEPCOHATBHBIX JaHHBIX U OMPEIeICHHOTO
YPOBHS 3alIUIIEHHOCTH WH(POPMAIMOHHBIX CHCTEMax IIePCOHAIBHBIX JaHHBIX B TIpOIEcce
€€ DKCIUTyaTaluH.

5 OCHOBHBIE TPEBOBAHUA K ITPOLHECCAM OBECIIEYEHUSA
NH®OPMAIIMOHHOHN BE3OIMMACHOCTH

MeToandeckoe pyKOBOJICTBO, pa3pabOTKy PEIIEHUN 1O 3aIuTe WHPOPMAIIUU, COTIACOBAHUE
BBIOOpA CPENCTB BBHIYMCIUTEIHHON TEXHHKH, MPOTPAMMHBIX U MPOTPAMMHO-AMNIAPATHBIX CPEICTB
3amuThl UHQOPMAITUHU, OPTaHU3alUI0 PA0OT MO BBISBICHUIO BO3MOXKHOCTEH U MPEIyNPEKICHUIO
YT€YKH M CBOWCTB 3alUIIAaeMON MH(OpMAIMM, AaTTECTAlUI0 OOBEKTOB HH(POPMATU3AINH
OCYILIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE ToApazaenenus [ BAOY.

duznyeckas 6e30MACHOCTb

[IpuHsTHIE OpraHM3allMOHHBIE W TEXHUYECKHue Mephl mo 3ammure nomemenuit ['BAOY,
CEpPBEpHOT0 M KOMMYTAllMOHHOTO OOOPYIOBaHMs, AaBTOMAaTU3UPOBAHHBIX pabOYMX MeECT
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nosib3oBareneil nHpopmaronHeix cucteM ['BJIOY obecrieunBaroT peann3aiuio CIEAYIOMUX Mep
1o:

pasrpaHudeHuio jgocryna pabotHukoB B mnomemieHus ['BIOY B coorBercTBHM € HX
MOJIHOMOYMSMH U TOJKHOCTHBIMH 00SI3aHHOCTSIMU;

peructpanu (GakToB BXoJa pabOTHUKOB B TOMEIIECHHS B KOTOPBIX Beaercss oOpaboTka
MIEPCOHANIbHBIX JIaHHBIX;

KOHTPOJIMPYEMOMY TMpeObiBaHui0 TocTopoHHUX Jull B I'BJIOY B momenieHus, B KOTOPBIX
BeZieTcsl 00paboTka MH(OpPMALMKU OTPaHMYEHHOTO JIOCTyNa M pa3MEIIeHbl anmnapaTHble CpelICcTBa
UH(POPMALIMOHHOM CUCTEMBI;

OpraHMU3aIH pexXruMa KOHTPOJIUPYEMOTro BHOCA/BBIHOCA CPEACTB 00pabOTKH HHPOPMAIIHH.

[Tomemenuss ['BJIOY nomkHbl ObITH 00OpPYHOBaHBl JIETEKTOPAMHU OFHS U JbIMA,
OTHETYLIUTENISIMU, CHUCTEMaMH KOHIULIMOHUPOBAHMS BO31yXa, CPEICTBAMH OXPaHHO-TIOKapHOU
CUTHAJIM3ALUN.

OcHoBHOE cepBepHOE U KoMMyTanmoHHoe obopynoBanue ['b/I0Y nomkHO OBITH 3alUIIEHO
oT mepeboeB B TOJade SJICKTPOIHEPTHUHM IyTEM IOAKIIOUCHHS K AJIEKTPOCETH C MPHUMEHEHHEM
UCTOYHUKOB OecriepeOOMHOr0 MUTAaHUS M PE3EpPBHOrO  Ju3eNb-TeHepaTtopa. VcTouHuKH
Oecriepe0OHHOr0 MUTAaHUS HEOOXOANMO PETYJISIPHO TECTUPOBATh M MPOBEPSTH YIMOTHOMOUYECHHBIM
pabotHukaM ['BJIOY B COOTBETCTBUU C pEKOMEHIAMAMHI ITPOU3BOIUTEIIS.

IlopTaTuBHBIE TEXHUYECKUE CPEACTBA HE JOJLKHBI OCTABATHCS 32 IIPEAEIaMU KOHTPOJIUPYEMOU
30HbI [ BZIOY 6e3 kouTposs co cropoHsl padotHrkoB 'BJIOY.

Be3onacHocth Ha paGoueM mecTe

3anpemaercs BECTU 3alKMCh MApOJIed B OTKPBHITOM BHUAE HA MaTE€pUAIbHBIX HOCHUTEI,
3a UCKJIIOYEHUEM CIIy4aeB, PErJIAMEHTHPOBAHHBIX METOJOB XPAaHEHHS.

JIOKyMeHTbl U HOCUTENIM C HH(OpMalMell OrpaHMYEHHOTO AOCTYyNa IOJKHBI YOHpaThCs
B oleyaTbiBaeMbie MecTa (ceiidbl, mkadbl W T.OI.), NOpU yXoJae ¢ paboyero Mecra.
Ha aBToMaTu3upoBanHoM pabouem mecte [losb3oBaTens pabouas ceccus AOJKHA ObITH PEpBaHa,
pabouunii cton 3abmokupoBaH. Bxoj mosib30BaTeNst B CHCTEMY HE JOJDKEH BBITOJTHATHCS
ABTOMAaTUYECKH.

JIoKyMeHTBI, cofieprKalire nH(HOPMAaIIUI0 OTPaHUUYEHHOT0 JOCTYIa, JOLKHBI Cpa3y U3bIMaThCs
U3 TMedYaTarolluX YCTpOHCTB. [l yTuiamzanuu KOHQUAEHIHMAIbHBIX JIOKYMEHTOB, JIOJIKHBI
UCIIOJIb30BAaThCSl YHUUTOXKHUTENIU JTOKYMEHTOB HE HUXE 4 YpOBHSA IO CTaHAapTy O€30MacHOCTH,
IIPUMEHSIEMOMY K YHUUTOXKHUTEIAM JOKYMEHTOB.

[Ipu wucnonp30BaHUM MOOWJIBHBIX TEXHHMYECKHUX CPEICTB HEOOXOAMMO  COOII0JaTh
JIOTIOJTHUTEIIbHBIE MEphl 0 perjaMeHTallMd W KOHTPOJIO HCIOJIb30BaHUS B MH()OPMALMOHHON
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTenel MOPUAMYECKHX JIML B paMKaxX MCIOJHEHMS JTOTOBOPHBIX
0053aTeNbCTB B IOMEIICHUSIX B KOTOPBIX BeJeTcsl 00paboTka MHGOpMaIuu OrpaHUYEHHOT'0 1I0CTyIa
UH(POPMALIMOHHOM CHUCTEMbI, BO3MOXHO TOJBKO B CONpoBOXIeHMH pabotHuka ['BAOY
JOTIYIIIEHHOTO 10 00pabOTKHU Takoi HH(OPMALIUH.

Pa3menienne TeXHUYECKUX CpeAcTB BbiBoAa MHGpopmamuu B mnomemeHusx [BIOY
MIPOU3BOJUTCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BH3yaJbHOTO MPOCMOTpa HH(pOpMaluu
MOCTOPOHHUMH JIMIIaMU M paOOTHUKAaMU, HE IOMYIIEHHBIM K paboTe ¢ JaHHOM nH(OpMaIHei.

TexHHUuyeckue cpesicTBa JOJKHBI pa3MELIaThCsl U XPAHUTHCSA TaKUM 00pa3oM, 4TOObI COKPaTUTh
BO3MOYKHBIN PUCK IIOBPEKIECHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTI'O TOCTYIIA.

Texnuveckoe 06cIy:;kuBaHue 000Py/10BaAHUSA

Texnuueckue cpeacra ['BJIOY nomkHbl NPOXOAUTH HAa PErYyJISPHOM OCHOBE CEPBUCHOE
00cCiTyXKMBaHUE B COOTBETCTBHH C PEKOMEHIAIIUSMH MPOU3BOAUTENCH 000pyI0BaHNUS.

PemoHT u cepBucHoe oOcCTy)XMBaHHWE OOOpPYIOBAHUS JIOJKHBI BBIMOJHATECS TOJBKO
KBaJIM()ULMPOBAHHBIMU CIIEIIMATTUCTAMH.

TexHuueckoe 0OCTyKHUBaHHE OOOPYAOBAaHHUS CTOPOHHHUMH OpPraHM3alMsSIMU HE JOJDKHO
MPUBOJIUTH K PUCKY HApYIICHHS KOH(PUIEHITUAIBHOCTH 3aIMIAeMON HH(OpMaLIUH.

B3auMogeiicTBHe ¢ TPETHbUMM JIULAMU
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B mensx oOecneuenuss mHpopmanuoHHoW Oe3zomacHoct ['BJIOY mnpu B3aumopeiicTBum
C TPETHbUMHU JIMLIAMH JIOJKHO BBITOJIHATH CJIEIYIOLIUE MEPOIIPUATHS MO:

3aKJIFOYCHHUIO COTJIALICHUST O HepasrjalleHuH WH(GOpMAalUKd OrpaHUYEHHOTO JIOCTYyNa
MOJIyYEHHOM B X0J1¢ UCTIOJIHEHHSI IOTOBOPHBIX 0053aTEIbCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JACUCTBUAMU IPEACTAaBUTEIEH KOHTPAareHTOB B IIpEIesiax
KOHTpoJupyemoit 30ub1 ['BJIOY.

YnpasJ/ieHue ;KU3HEHHBIM IUKJIOM HH(POPMAIMOHHBIX CHCTEM

Mepornpusatusi B nporiecce XKH3HEHHOTro mukiaa nHdopmarmoHHbeix cucreM ['BJIOY momkHbI
OBITH HarpaBlieHbl HA OOECIIEYCHHE 3aIUTHl MHPOPMALMU IIPH BBOJE B ACUCTBUE, IKCILTyaTalHH,
CONPOBOXAECHUU U MOJIEPHU3ALIH, BEIBOAA U3 IKCILTyaTALNH.

OcHoBaHueM mpu pa3paboTKe HHPOPMAMOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
NPUHATBIE Ha CTaauu (GOpMUpPOBaHUsA TpeOOBaHMM, colepkaiiue TpeOOBaHHS B TOM 4YHCIIE
10 CHCTEME 3aIIUTHl HTHPOPMALIUH.

Jlro6oe mmanupyeMoe K BHEAPEHUIO U3MEHEHNE NHPOPMAIIMOHHON CUCTEMBI ITPEIBAPUTEILHO
JOJDKHO ~ OBITh ~ IPOAHAIM3MPOBAHO HA  COBMECTUMOCTb U OTCYTCTBHE  HapyLICHHUH
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEACTB 3aIUThI HHPOPMAIIUH.

PaGoTel mo MonepHM3anuu HHOOPMAIIMOHHONW CHCTEMBI, B TOM YHCJIE IO YCTAaHOBKE
MIPOrPaMMHOT0 OOEeCTieueHUs U OOHOBJICHHM, TOJKHBI IPOBOJUTHCS B HEpabouee BpeMsl WIIU BpeMs
HavMMeEHbIIIeH pabouel Harpy3KHu.

[Ipu BBIBOOE U3 OKCIUTyaTallud HWHQPOPMAIIMOHHBIX CHUCTEM JOJDKHO 00ecreynBaThCs
rapaHTHPOBAaHHOE y/AajeHrne oO0padaThIBAEMON U XPaHUMOW B HUX HH(POPMALIUH C HCIIOJIb30BAaHHEM
CPEICTB TapaHTHUPOBAHHOTO YHUYTOKEHHSI MH(POPMAIMH WK MyTeM (PU3N4ecKOro YHHUYTOKEHUS
HocuTenei nHdpopMaIum.

Bce mpouenypel oOecneueHus 3ammThl  uHGpOpManuu, ycraHoBieHHsle B ['BJIOY
B OTHOIICHWH HUH(POPMAIMOHHBIX CHCTEM, JOJDKHBI BBIMIOJHATHCS W KOHTPOJIHPOBATHCS
OTBETCTBEHHBIMH JIMIIaMH 33 OPTaHU3AIHIO pa0dOT MO 3aIuTe HHPOPMAITUH.

KonTpoJs nocTyna k HH(pOpMaMOHHBIM CHCTEMaM

Bce pabotuku ['BIOY, nomymienHsle k pabore ¢ MHOOPMAIIMOHHBIMU CUCTEMaMHU HECYT
NEPCOHAIBHYI0 OTBETCTBEHHOCTb 3@ HAapyUIEHHWs YCTAaHOBJIEHHOIO TMOpsiika 00paboTKu
UHpOpMaLIUH.

YpoBeHb MoONHOMOYMHM moJdb30BaTenss B uHpopManumonHoi cucreme ['BJAOY nomxen
OTIPENIeNATHCS B COOTBETCTBHUHU C €T0 JOKHOCTHBIMU O0SI3aHHOCTSIMH.

Hoctyn nonb3oBateneit k nHGopmarmoHHeiM cuctemMaM ['BJIOY nomkeH KOHTPOIUPOBAThHCS
aIMHUHHUCTPATOPOM WH(OPMAIITMOHHON CUCTEMBI.

Ocy1ecTBI€HUE PeryIsIpHOIO KOHTPOJIS BBIIOJHEHHS] OpraHU3alMOHHO-PACIOPSIUTENbHBIX
JIOKYMEHTOB, KacalolIUXCsl periaMeHTanuu nomycka padotHukoB ['BJIOY k uHpOpManmoHHBIM
CUCTEMaM.

HNpenTuduxkanusa v ayreHTUHPUKALMSA

Hoctyn monbp3oBareneil K WHOOPMAIMOHHBIM CHCTEMaM JOJKEH MPEAOCTABIATHCS TOJIBKO
MoCIie YCIEIIHOTO 3aBEepIICHUs UISHTH(PUKAIIUHU, AyTCHTHPUKAIUH.

[TonyueHue mnoab30BaTeieM HUMEHM B HMHPOPMAIMOHHOM cHucTeMe M Mapojisi, KOTOpble
00ecreynBaroT JOCTYI K HH(GOPMAIIMOHHON CUCTEME, JOJKHO OCYILECTBIISATHCS MO MPEACTABICHUIO
PYKOBOIUTENS CTPYKTYPHOTO TIOApa3AeeHUsI.

YnpasJieHue 10CTYIIOM

B I'BJIOY nomkHO OCYyIIECTBIATHCS YIPABICHUE JOCTYIIOM K WH()OPMAIMOHHON CUCTEME
MOCPEACTBOM peaTn3alid HEOOXOIMMBIX METOJOB, THIIOB W MpPaBWJI pPa3TpaHUYEHHUs JOCTYIa
nosb3oBaresiM uHbopmaruonHo cuctembl ['BJIOY. B ToM umcie obecrneueH 3amunieHHBIN
yIAJIEHHBIA JOCTYNl CyOBEKTOB JOCTyNa K OOBEKTaM JOCTyNa 4epe3 BHEUIHHE WH(POPMAIUOHHO-
TEJIEKOMMYHUKALIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEIAMH HH(POPMALINH
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Pabotauku ['BIOY nomKHBI HCTIONB30BaTh TOJIBKO YYTCHHBIE ChEMHBIC MAITMHHBIE HOCUTEIN
uH(pOpMalMK AJ BBIMOJHEHHUS] CBOUX JIOJDKHOCTHBIX OOsi3aHHOCTeH. lcmonb3oBaHHE CHEMHBIX
MammHHBIX HOocuTenel naopmarmu B ['BJIOY B HHBIX HENSX CTPOTO 3alperieHo.

CbpeMHbIe MalIMHHBIE HOCUTENH WH(OPMALIUU JOKHBI XPAHUTCS B ONEYaThIBAEMbBIX IIKadax,
B IIOMEIICHUSAX B KOTOPBIX MPEIYyCMOTpeHa 00paboTKa HHPOPMAIIUN OTPAaHUYSHHOTO JTOCTYTIA.

B cnydae kpaxkul WM MOTEPU ChbEMHOI'O MAIIMHHOTO HOCHUTENS MHPOPMAINH, a TAKKE UHBIX
MHIMJICHTOB, KOTOPhIE MOTYT MPHUBECTH K HAPYIICHUIO CBOWCTB WMH(POPMALUU OTPAaHUYECHHOTO
JIOCTYIIA, JOJKHBI IPOBOAUTHCS MEPOIIPUATHS 110 PACCIECIOBAHUIO TAKUX UHIIUICHTOB.

[Tpu BBIBOAE M3 AKCIUTyaTallMM ChEMHOTO MAIIMHHOTO HOCHUTENS WH(POpPMAllUHU, BCE JaHHBIC,
XpaHAIIUecs: Ha HeM, JOJDKHBI OBITh yJAJIeHbl OIpe/IeleHHOW KOMHCCHEW U3 uncia pabOTHHKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHUUYTOXKECHUS HHPOPMALIUH.

@akT YHUYTOKEHHMs] HH(OpPMAMM HA CHEMHOM MAalIMHHOM HOcUTeNe HWH(OpMaluu
¢ukcupyercss B akre 00 YHHYTO)XKEHHHM HWHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTEIIS
uHpopmanuu.

Perucrpanus co0bITHI

B I'BIOY JOJDKHA OCYLIECTBIATHCSA pEeTUCTpaluU COOBITUH 0€30I1aCHOCTH
Ha BCceX KommoHeHTax wuHpopMaimoHHbix cucteM [BAOY, B koTopeix oOpabaTsiBaeTcs
3amuiaeMas nHpopMarus.

AHTHBHPYCHAs 3a1UTA

B mensx oOHapyxkeHUS W YCTpaHeHHUs BpeqOHOCHBIX mporpamMm B ['BJIOY momxHbI
MCIIOJIb30BAThCS CPEJCTBA AHTUBUPYCHOM 3aIllUThl HH(OPMALIUH.

O0s13aTeNbHOMY KOHTPOJIO CPEJICTBOM AaHTHUBUPYCHOW 3alluThl HMH(pOpMALMMU OJKHA
nojuiexarb Jo0as wuHpopMmanus (TEKCTOBbIe (ainbl M0O0BIX ¢GopmaroB, (aiiabsl JaHHBIX,
ucnonHsieMbie (aiinipl), moiayyaemas U TepefaBaemasl IO JIOKAJIbHON BBIYMCIUTENLHON CeTH
B TOM 4YHCJI€ U CETAM OOILEro Mojib30BaHUs, a Takxke HH(pOpMalus, XpaHWMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSAX HH(pOpMAIIHIH.

[Tpu ycTaHOBKE TPOrpaMMHOT0 00ecIieYeHNs UJIM €ro OOHOBJIEHHSI Ha CEBEpPHOE 000py10BaHUE
JIOJDKHA aBTOMATUMYECKU BBINOJHATHCA IMPEABAPUTEIbHAS IPOBEPKA JaHHOTO MPOrpaMMHOIO
oOecrnieueHrs Ha OTCYTCTBHE BPEIOHOCHOTO MPOTrPaMMHOI0 00ECIICUEHUS.

O6HoBneHue 06a3 curHaTyp IJs CpeACTBAa AHTHBUPYCHOW 3alIUThl WH(OPMAIIUU JTOJKHBI
OOHOBIIATHCS €KETHEBHO.

ITonb3oBarenu oe3 pas aJMUHUCTpaTOpa UH(POPMALIMOHHON CUCTEMBI
I'BAOY He noMKHBI UMETh BO3MOXKHOCTH MOJy4YEHHUs JOCTyNa K KOH(PUTYpalluu aHTHBUPYCHOTO
CpECTBa 3aUThI I €r0 OTKIOYEHUS.

KoHTpO/Ib 32a11IMIIIEHHOCTH IIEPCOHAIBHBIX JAHHBIX

B mensx MCKIIOUEHMS HKCIUTyaTallMM YA3BUMOCTEH MPOTrpaMMHOTO OOECTIEUEHHUs JIOJIKHBI
MPOBOAMUTCS pabOThl 1O BBISBICHUIO, aHAJIM3y YA3BUMOCTEH WH(GOPMALMOHHONW CHUCTEMBbI
Y OIIEpaTUBHOE YCTPAHEHUE BHOBb BBISBIICHHBIX YA3BUMOCTEH. B TOM umcIie opraHu3anyst KOHTPOJIs
YCTaHOBKHM OOHOBJICHHS POTPAMMHOI0 00eCIedeH s BKIII0Yast CPEJICTB 3alUThl HH(OPMALIUH.

Hcnonb3oBaHue NporpaMMHOro odecrnev4eHus

Bei6op mporpamMMHoro obecrnieueHuss uisi npous3BoiAcTBeHHBIX HYx1 ['BJOY nomxen
IIPOU3BOJUTHCS B IIPUOPUTETE K OTECYECTBEHHOMY, BHECEHHOIO B ENMHBIA peecTp POCCUUCKUX
IIPOrpaMM JUIsl SJIEKTPOHHBIX BBIYMCIUTENBHBIX MAIIUH U 0a3 TaHHBIX. B ciydyae orcyTcTBHs aHanora
B EnuHOM peectpe pOCCHHCKUX IPOrpaMM JUIsl  JJIEKTPOHHBIX BBIYMCIIMTEIBHBIX MalllWH
1 0a3 IaHHBIX JI0MYCKAETCs UCIOIb30BaTh IPOrPaMMHOT0 o0ecredeHre UMIIOPTHOTO MPOU3BOCTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckoi 3aiuThl HHpopmanuu

Obecnieuenue 3amuThl KHGOPMALIMM OTPAHUUYEHHOTO JJOCTYIA OT PAacKphITUs, MOIU(PUKALINN
¥ HaBs3bIBaHUA (BBOJA JIOKHOW wWH(DOpManuu) mpu ee mepemade (MOATOTOBKE K Iepenade)
[0 KaHajlaM CBS3M, HMEIOLIUM BBIXOJ| 3a MpeAeNbl KOHTPOJIHMPYEMOM 30HBI oOecrednBaeTcs
NPUMEHEHHEM CPEICTB KPUITOrpaduyecKoit 3anThl HHPOPMALIUH.

[Tpuobperenue cpencts kpunrorpaduaeckoit 3amutbl uHGpopmanuu ['6/I0OY ocymecTBisercs
Ha OCHOBAHWM JJOTOBOPOB U KOHTPAKTOB C JIMIAMH MMEIOIIMMHU AelcTBYroUyto jauneHsuo OChb
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Poccum Ha ocyiiecTBIeHHE NEATEIHLHOCTH MO pa3paboTKe, MPOU3BOJCTBY, PACIPOCTPAHEHHUIO
U GPOBATBHBIX (kpunTorpaduIECKux) CPEJCTB, nH(}OpMaAITMOHHBIX CUCTEM
U TEJICKOMMYHHUKAI[MOHHBIX CHCTEM, 3alllUIICHHBIX C WCIOJh30BAaHUEM IMHU(PPOBAIBHBIX
(kpunTorpadueCKux) CPEACTB, BHIIOJHEHHIO padOT, OKa3aHUIO YCIyr B 00nacTH MMGpOBaHUS
UHPOPMALIUK, TEXHUYECKOMY OOCITYXHBaHHUIO MH(POBATIBHBIX (KpUOTOrpapuuecKux) CpEICTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHUKAIMOHHBIX CHUCTEM, 3aIlUIICHHBIX C MCIOJIb30BAHHEM
mrdpoBanIbHBIX (KpUNTOrpaguUecKnx) CpeACTB (32 HMCKIIOYEHHEM CiIydasi, €ClId TEeXHHYECKOe
obcnmyxuBaHue IMHUQPPOBAIBHBIX (KpUNTOrpadUUECKHX) CPeACTB, HHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKAIMOHHBIX CHCTEM, 3alllUIICHHBIX C HCIOJB30BAHHEM MHU(POBATHHBIX
(kpunTorpad4eCKnX) CpPEIACTB, OCYIIECTBISACTCS i1  OOecleueHuss COOCTBEHHBIX HYXK]I
IOPUIMYECKOTO JIUIA WIIH WHANBUIYAIBHOTO TIPS IITPUHUMATEIS).

B umemsx opranuzanmm M o0ecrieueHUH Tmepenaud HMHQOpMalMHM 1[0 KaHajiaM CBSI3U
C HCIIOJIB30BAHUEM CPEJICTB KpUNTOrpaduueckoil 3amuThl WHOOPMALUHA, a TAaK)KE BBITOJHCHUS
muneH3uoHHbIX  TpeboBanuit @DOCb Poccum B I'BJIOY  nmomkeH ObITh CO3MaH  OpraH
KpUNTOrpaduuecKoi 3aiuThl.

[Topranbubie pemenuss 'BIOY ¢ BO3MOXKHOCTBIO JOCTyNa € ceTed OOIIero Mmoiab30BaHUS
JOJDKHBI B MPUOPUTETE Pa3padaThIBATHCS C OpraHU3alMed 3allUIIEHHOr0 KaHaja MOCPECTBOM
nportokona TLS ¢ nogaepxkoit anroputmoB 'OCT 34.10.

Hcnonb3oBaHue 31€KTPOHHOM MOYTHI

DneKTpoHHas MouTa JO0bKHa ucronb3oBatbess B I'B/IOY ¢ menbio opranuzanuu oOMeHa
JICKTPOHHBIMU ~ COOOIICHWSIMM ~ MEXIYy pa0OTHUKAaMH W  CYOBbEKTaMH HH(OPMAIMOHHON
0e30MacHOCTH.

IIpu uCnoyIb30BaHUM IIEKTPOHHOM NIOYTHI 3aIIPEIIACTCS

oOMeH uH(popMale s C1yeOHOTo MOJIB30BaHus, a TaKkke HH(popMalrel orpaHI4eHHOTO
JIOCTYTIa;

MPEeIOCTaBIEHUE JIOCTYIA K DJIEKTPOHHOM MOYTe C MCIONIb30BAaHUEM JAHHBIX CBOEH Y4eTHOM
3aIACH TPETHUM JIMIIAM;

MyOMKAIUsl CBOETO CIIYKeOHOTO aJpeca AIEKTPOHHOW MOYTHI B AJIIEKTPOHHBIX KaTalorax,
Ha IMOMCKOBBIX MANTMHAX H APYTUX pecypcax ceTd HTEepHET B MeNsAX, He CBSI3aHHBIX C UCITOJIHEHUEM
CBOMX JOJDKHOCTHBIX 00SI3aHHOCTEH;

MOJIITMCKA TI0 JJICKTPOHHOW MOYTE Ha Pa3IUYHbBIC PEKIIAMHBIC MaTEPHAIIbI, JTUCTHI PACCHUIKH,
DIIEKTPOHHBIE KYPHANIbl M T.J., HE CBS3aHHBIC C BBHINIOJHEHHEM TOJIb30BaTeNIeM IOHKHOCTHBIX
00sI3aHHOCTEIA;

OTKpBITHE (3amycK Ha BbIMONHEHUE) GaIoB, MONYYEHHBIX IO DIEKTPOHHOM MouTe
WIn U3 pecypcoB ceru HHTepHeT, 0e3 TpeaBapHTEIbHOW TPOBEPKH WX aAHTHBUPYCHBIM
POrPaMMHBIM 00€CTIedeHUEM.

Pabora B ceTsix 0011€ro nNoJ1b30BaHNUS

I'BIOY ocraBnser 3a coboit mpaBo OIOKUPOBATH WM OTPaHUYHMBATH JOCTYN PaOOTHHKAM K
CETSIM CBSI3M OOIIETO ITOJIb30BAHMSI, B TOM YHCIIe ceTH MHTepHET, cojepiKaHue KOTOPhIX HE MMEET
OTHONICHHS K UCTIONTHEHHIO JOJKHOCTHBIX 00S3aHHOCTEH, a Takke K HH(OPMAIMOHHBIM pecypcaM,
coep>KaHUE U HAITPABIIEHHOCTh KOTOPBIX 3alPeIIeHbI 3aKOHOAATENLCTBOM Poccuiickoit denepanuu.

Wudopmanus o mnocemaemblx padotHukamu ['B/IOY  uHOpManmoHHBIX pecypcoB
MIPOTOKOJUPYETCS JIUIS MOCIICIYIOIIETO aHAIH3a U, IPH HEOOXOIUMOCTH, MOXKET OBITh ITPE/ICTaBICHA
PYKOBOIMTEINSM CTPYKTYPHBIX TIOJIpa3fieNieHuil, a Takke pykoBoautento ['BJIOY mns koHTpos.

[Ipu ncnonb3zoBanuu cetu MHTEPHET 3anpeiieHo:

ucnonb3oBath npegocrasieHubii ['BJIOY noctyn B ceth UHTEpHET B IMYHBIX LEIAX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHbBIE MPOrpaMMHBIE U MPOrpaMMHO-aMNapaTHble CPeICTBA,
MO3BOJISIOIINE TIONYYUTh HECAHKITMOHUPOBAHHBIN TOCTYN K ceTn IHTepHeT;

nyOIMKOBaTh, 3arpyXaThb M PacHpOCTPaHITh MaTepHalibl COJAEp)Kallue HEeIOCTOBEPHYIO
undopmanuio o 'BJIOVY, a Taxke panscuduinmposars csoit [P-anpec.

Pe3epBHOe KOIMpPOBaHMeE M BOCCTAHOBJIEHHE JAHHBIX

OcyIecTBIeHHE PE3EPBHOTO KOMTUPOBAHUS IOIDKHO OCYIIICCTBIISITHCS 15T
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uHpopmanuu oOpabareiBaeMoii Ha (aiiJloBOM cepBepe M cepBepe IMPHIOKEHU,
MH(POPMALIMOHHOM CUCTEMBI,

paboyux MeCT aAMUHUCTPATOPOB HH(POPMAITUOHHOW CHCTEMBI.

YacToTa W pEXHUM pE3EepPBHOTO KOIMPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, 4TOOBI
o0ecrneynTh MUHIMAJIbHYIO TIOTEPIO JAHHBIX M ONIEPAaTHBHOE BOCCTAHOBIICHUE.

Hacrpoiika pe3epBHOr0 KOMPOBAHUS U BOCCTAHOBIJIEHUS PECYPCOB MH(POPMALIMOHHBIX CUCTEM
I'BJAOY nomxHbI TPOBOANTH yHoIHOMOYeHHbIe paboTHuku ['BIOY.

PezepBHOe KONMpOBaHHWE [JOJDKHO  OCYILECTBJIATHCS B aBTOMAaTHYECKOM  pPEXHMeE
C TMPHUMEHEHHEM OTEYECTBEHHOTO CIICIUAIN3UPOBAHHOTO CPEACTBA PE3EPBHOTO KOMUPOBAHHUS
C JEHCTBYIOUIMM CEpPTU(UKATOM COOTBETCTBUSA IO TpeOOBaHUSAM Oe30IacCHOCTH HHGpOpMaLUU
OCTOIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPOLUECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOHN BE3OIMACHOCTHIO

MoOHMTOPUHT HH(OPMAITUOHHOI 0€30I1ACHOCTH

Ha mocTossHHON OCHOBE JOJDKEH NPOBOJUTHCS KOMIUICKCHBINH aHATN3 (PYHKIIMOHHPOBAHUS
uHpopmanmonHoi cucremsl I'bJI0OY 1 Bo3HMKarommMX coObITHI HHDOPMALIMOHHON OE30MTaCHOCTH.

[Iporiecc MoHWTOpHHTra cHCTeMbl obOecrieueHHs] MH(POPMAIMOHHOW OE30MaCHOCTH IOJIKECH
BKJIIOYATh B C€0s1 KOHTPOJIb OPraHU3ALMOHHBIX U TEXHUYECKUX Mep I10 3aluTe nHPOopMalluu, aHaJIu3
napamMeTpoB KOH(PUTYpAIIMH U HACTPOHKHU CPEICTB 3AIIUTHI HHPOPMALIUH.

IIpy npoBeNEHUM KOHTPOJIBHBIX MEPOIPUATHH, CBSI3aHHBIX C OLIEHKOW peaau3aluu Mep
no 3amute wHpopmamuu B ['BIOY, ynomHOMouYeHHBIE PaOOTHUKH JOJDKHBI MPHICPKUBATHCS
CJIEYIOIIUX IIPUHIUIIOB!

He HapymaTh QyHKIMOHUpoBaHue aestenbHocTH I'B/10Y;

JEICTBOBATh B COOTBETCTBUU C YTBEP)KIEHHBIMH OPTraHU3AlMOHHO-PACIOPSAUTEIbHBIMU
nokymentamu I'BJI0Y no 3amure napopmanmmy,

HE CKpBIBaTh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHON O€3011acCHOCTH;

O0(QOPMIISITH OTYETHI, TOATBEPKIAIOLINE BHITOJIHEHNE MEPONPUATUH IO 3allUTe HHPOPMAIIIH.

Wudopmanus, NoOIydeHHas B XOJA€ MPOBEACHUS KOHTPOIMPYIOUIMX MEpPONPUATHH
0 JEWUCTBUSIX, COOBITHSIX M IapaMeTpax, MMEIOLIUMX OTHOIICHHWE K peaM3allud Mep IO 3alluTe
uHpOpMaLMH, JO0DKHA KOHCOJNMIUPOBATHCA M XPAHUTHCS B MECTaX, MCKIIOYAIOIIMX IOJyYeHHE
K HEell HECAaHKIITMOHUPOBAHHOT'O JOCTYTIA.

MOHUTOPHUHT JTaHHBIX O 3apErHCTPUPOBAHHBIX COOBITUAX HH(OPMAIMOHHON 0€30ImacHOCTH
JIOJI’KEH MPOBOJUTHCS, TI0 BOZMOXKHOCTH, C MCIOJIb30BAaHUEM CHUCTEMbl MOHUTOPUHIA MHIIUJIEHTOB
MH(POPMALMOHHOM 0€30IacCHOCTH MJIM BCTPOECHHBIX MEXaHU3MOB HACTPONKM M ayauTa COOBITHH
B IPOrpaMMHBIX M IPOTrpaMMHO-aNMapaTHBIX CPEACTBaX, HCIOJIb3YEMbIX B HH()OpPMAILMOHHON
undpactpykrype 'B/IOVY.

YnpasJieHue puckamMu

OmnpeneneHre BHYTPEHHUX TpeOOBaHMH MO 3amuTe WHGOPMALUH, JODKHBI OCHOBBIBATHCS
Ha pe3yjbTaTax MpPOBENEHUS aHAINW3a PUCKOB HApYIICHHsS OCHOBHBIX CBOWCTB 0€30MacHOCTH
Ui uHGopMannoHHbIX pecypcoB I'BJIOY.

OCHOBOH OLIEHKH PHCKOB JIOJKHA OBITH OLIEHKA YCIOBHM U (PaKTOPOB, KOTOPHIE MOTYT CTaTh
NPUYMHOM HapyIIeHUs LIEJTOCTHOCTH, KOH(UACHIIMATBHOCTH U JOCTYIHOCTH JJIs1 HH(POPMAIIMOHHBIX
pecypcoB 'B/IOY.

PesynbraToM mpoBeneHUs aHalu3a PUCKOB JOJDKEH OBITh Pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIpPaBJIEHHBIX Ha CHIKEHHE BO3MOYKHOTO HETaTHMBHOTO BIIMSHHUS HAa OCHOBHYIO JESTEIbHOCTH
I'BJIOY npu peanu3zaiuu Toi WK UHON yrpo3bl 6€30MacHOCTH UH(OPMAIMK U 00ECTIEYNBAIOIIUX B
JaTbHEHIIIEM JT0CTaTOYHBIA YPOBEHb 3alMIIEHHOCTH HH(popMaImoHHbIx cucteM ['B/IOY.

Ynpasienue HHIMICHTaMH HHGOPMALMOHHOI 0€30aCHOCTH

st o6ecnieuenust 3¢ (PEKTUBHOTO pa3penieHus HHIIUIESHTOB HH()OPMAITMOHHONW 0€3011aCHOCTH
B I'BJIOY, MuHMMHU3aLuu NIOTEPh U YMEHBILIEHUSI PUCKAa BO3HUKHOBEHUS IOBTOPHBIX MHIUACHTOB
JIOJDKHO OCYILECTBIIATHCS YIPABICHUE MHIIMACHTaMU HH(OPMAIIMOHHON 0€30IaCHOCTH.
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Jlist ynpaBiieHusT WHIOUACHTaMH WH()OPMAIMOHHOW 0e30MacHOCTH JOJKHA OBITh CO3/1aHa
city’x0a MOHUTOPHUHTa M pearupoBaHMsl HA WHIUACHTH HHPOPMAILIMOHHON 0€30IacHOCTH, KOTOPast
MOCPEJCTBOM KOMIUIEKCA CPEICTB M MEPONpPHUATUH A cOopa W KOHCONMMIAIMU WH(POpMAIUU
00 MHLMJEHTaX pelIaeT JaHHYI0 3ajady. B OTHOIIEHHMH Ka)XXAOro MPOU3OMIEIIET0 WHIUICHTA
paboOTHUKAMU U3 CIY)XKObI MOHHTOPHHTAa W pPEAarnpoBaHUS HA HHIUISHTH HH(DOPMAIMOHHOM
0€30MacHOCTH JTOJIKEH BBITIOJIHATHCS €ro aHaiu3, U pa3paboTka 3QQPEeKTUBHBIX MEp pearupoBaHUs
Ha JaHHBIM UHIIUJICHT.

AyauT cucteMbl o0ecneyeHnsi MH(POPMAIMOHHOI 0e30I1aCHOCTH

B mensix oneHku Tekyiiero ypoBHs nHdopmannonHoi 6e3onacHocty ['BJIOY Ha perynspHoit
OCHOBE JIOJ’KE€H MIPOBOAUTHCA ayAuT HH(POPMAIIMOHHON 0€30aCHOCTH.

BuyTtpenHue ayauThl JOJDKHBI BBINONHATHCS paborHukamu ['BJIOY. B uumcmo 3anpay,
pelaeMbIX IIPU MPOBEICHUU BHYTPEHHUX ayUTOB HH(POPMAIIMOHHOM G€30MaCHOCTH, BXO/SIT:

cOOp M aHAJIM3 HMCXOJHBIX JAHHBIX 00 OPraHM3ANMOHHOW W (YHKIMOHAIBHOW CTPYKTYpeE
MH(OPMAILIMOHHBIX CUCTEM, HEOOXOAUMBIX ISl OLICHKU COCTOSIHHSI CUCTEMBI 3aIlUThl HH(popManuu;

aHaJIN3 YTBEPXKICHHBIX OPraHU3AIMOHHO-PACTIOPSAIUTEIbHBIX JOKYMEHTOB TIO 3alUTE
uH(pOpMaIIMK Ha MPEAMET UX MOJHOTH U dPPEKTUBHOCTH, a TaKKe (POPMUPOBAHUE PEKOMEH AU
1o uX J0paboTKe WK Pa3pabOTKH HOBBIX;

obocHoBaHue (MHAHCOBOW J(P(HEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEJCTB 3aIIUTHI
uH(popMaluy,

MIPOBEPKa MPaBUILHOCTH BEIOOPA 1 HACTPOMKH CPEJICTB 3aIUTHI HHPOpMAIIH, (POPMUPOBAHUE
MPEAIOKEHUN TI0 MCTIOJIB30BAHUIO MMEIOIIMXCS CPEACTB 3alIUTh MH(POPMALUK JJIs TTOBBIIICHUS
ypOBHS HaAEKHOCTU U O6e3omacHocTH nHpopmannonHsix cucteM ['BJIOY;

QHIW3 OTYETOB [0 MPOU3OLICAIINM HHUUJACHTAM HWH(POPMAIMOHHON 0e30IacHOCTH
U TIPUHATHIM MEpaM 110 UX pa3pelieHulo.

IToBbIlIEHME OCBEIOMIEHHOCTH PA0OTHHKOB

B pamkax opraHuzani KOMIUIEKCHOTO TPOTUBOJCHCTBHS yrpo3aM 0€30MacHOCTH
uHpopmanuu, wucxodmuM oT pabotHukoB I['BJIOY nomkHa MOCTOSHHO MOBBIIIATHCA
UX OCBEIOMJICHHOCTh B 00JIaCTH 3aIIUTHI HH(POPMAIUH.

[ToBermienne ocBenomiaeHHoCcTH paboTHrKOB [ BIOY ocyrecTisiercs:

no cyuiectBytomuM B ['BJIOY opranuzanmoHHO-paciopsIUTENbHBIM JOKYMEHTAM,

no npumensiembiM B ['BJIOY mMepam 3amuTel nHpopmanuu;

0 MPaBUJILHOMY HCIIOJIb30BAHUIO CPEACTB 3aIIUTHI HH()OPMAIIHH.

7  3AKJIIOYEHHUE

[Ipu u3MeHeHHMH AEWCTBYIOLIEro 3aKoHonaTenbcTBa Poccuiickoit ®depeparuu B oOiactu
3alUThl MHGOpMALMK, a TaKKe OpraHu3alMOHHO-PACTIOPSAUTENbHBIX J0KyMeHTOB ['BJIOY
Hactosimias [lonuTrka U M3MEHEHHs K HEW NMPUMEHSIOTCS B 4acTH, HE MPOTHBOpEYAIlel BHOBb
MIPUHSATHIM 3aKOHOJATEIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a Tak)K€ BHYTPEHHUM JOKYMEHTaM
I'AOY.

Bce TpeboBaHms, yCTaHOBJIEHHBIE JCHCTBYIOIIMM 3aKOHOJATEIBCTBOM Poccuiickoi
®degepannu, NOA3aKOHHBIMU aKTaMH W JIOTOBOPHBIMHM OTHOILIEHUSAMHM, a Takxke mnoaxon I'BJAOY
K 00€CIEeYeHHI0 COOTBETCTBUSI 3TUM TPeOOBAHUSIM JOJKHBI OBITH SIBHBIM 00Opa3oM OIpe/iesIeHbl,
JIOKYMEHTUPOBaHbBI U MOAJIEPKUBATHCS B AKTYAJIbHOM COCTOSIHUH.

I'bIOY B  OpUOPUTETHOM  HANpABJICHUW  JOJDKEH  pacCMaTpUBATBCA  MEPEXO
a IPOrpaMMHOTO 00eCIeYeHHe OTEUYECTBEHHOTO MPOU3BOIUTEINS, BKIIOYEHHOTO B €IUHBIN PeecTp
POCCHICKUX TPOTpamMM JUTsl DJIEKTPOHHBIX BBIUUCIUTEIHHBIX MAIIMH U 0a3 MaHHBIX. B TOM uuncie
M0 YacTH CEpPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYIOBAaHHS W MPOTPAMMHO-AMMapaTHBIX CPEICTB
BKJIIOUEHHBIX B ENMHBIN peecTp pOCCUUCKON Paaro3JIEKTPOHHON TPOAYKIIUH.

[lepecMoTp W BHeceHME M3MEHEHMM B Hactodmyr [loJUTHKY  OCYIIECTBIISIIOTCS
Ha MepUOINYECKON U BHETUIAHOBOM OCHOBE.
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8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 undpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3AIIUTE UHOOPMAITII.

2  Oepepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCHY.

3 Tlocranosnenune IIpaBurensctBa Poccuiickoit ®epepammu ot 16.04.2012 Ne 313
«O06 yrtBepxaeHun [losnoxxeHus o TMIEH3UPOBAHUU AEATEIBHOCTU 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCcTpaHeHHI0 MHU(POBATBHBIX (KPUITOTpaQUUECKUX) CPEACTB, HMH(POPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMUICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpadMUecKux) CPEACTB, BHIIOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIACTH IIU(POBAHUS
uH(popMaIuy, TEXHHYECKOMY OOCTY)XMBaHUIO MHU(POBATBHBIX (KpUNTOrpauUecKux) CpeiCTB,
MH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBagbHbIX (KpUOTOrpapUUEcKUX) CPeACTB (32 HMCKIIOYEHHEM Cilydas, €ClId TeXHHYECKOoe
oOciyxxuBanue MHU(POBATBHBIX (KpUNTOrpaUiIecKux) CpeAcTB, HHOOPMAIMOHHBIX CHUCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpadMUecKux) CPEICTB, OCYIIECTBIISICTCS Uil OOecredeHus: COOCTBEHHBIX —HYX[
IOPUJINYECKOTO JIMIA WK MHAMBUAYAbHOTO IPEANPUHUMATEIIS).

4  Tlocranonenue IlpaBurennctBa Poccuiickoii ®emeparmu ot 01.11.2012 Ne 1119
«O0 yTBepkIeHHUU TpeOOBaHMHM K 3allUTe NEPCOHAIbHBIX JAaHHBIX INpU HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAITBHBIX JAHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opraHu3anuy 1 o0ecriedeHnr 6e30MacHOCTH XpaHEeH!Us, 00padOTKH U Mepeadu o KaHajlaM CBSI3U
C HCIIOJIb30BAaHUEM CPEICTB KpUNTOrpauyeckoil 3aimuThl HMHGOpPMALUU C OrPaHUYEHHBIM
JOCTYIIOM, HE COJIEpIKAIel CBEICHHIA, COCTABIISIONINX TOCYIapCTBEHHYIO TAallHY».

6 IIpukaz @DCBb Poccum ot 09.02.2005 Ne 66 «O6 yrBepxknaenun Ilonoxenus
0 pa3zpaboTKe, POU3BOJICTBE, peaTH3al[ii U SKCIUTyaTallui IUPPOBaIbHBIX (KPUIITOTpapUUeCKHX)
cpencts 3anmtsl uHGopMmanuu (I[Tonoxenue [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkaeHUU TpeOOBaHUI O 3aIiuTe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMaX».

8 IIpuxa3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpKICHUN COCTaBa U COJCPKAHUS
OpraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00ecTedeHn 0 0€30aCHOCTH MEPCOHATIBHBIX IaHHBIX IIPU
ux 00paboTke B MH()OPMALIMOHHBIX CUCTEMAX MEPCOHATIBHBIX TaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpraHU3aIMOHHBIX U TEXHUYIECKUX Mep 0 00eCTIeYeHNI0 0€30IIaCHOCTH MTEPCOHATBHBIX TaHHBIX TIPU
ux 00paboTke B MH(OPMAIIMOHHBIX CHCTEMaX IMEePCOHAIBHBIX JAaHHBIX C UCTIOJIH30BAHUEM CPEIICTB
Kpunrorpaguueckon 3ammThl HHGOPMAIMM, HEOOXOIUMBIX JUIS BBIMOJIHEHUS YCTAHOBJICHHBIX
[IpaButensctBOM Poccmiickoit ®enepanu  TpeOOBaHHWI K 3allUTE MMEPCOHAIBHBIX JTAHHBIX
JUISL KaXJI0T0 U3 YPOBHEH 3aIIMIIIEHHOCTI.

10 TOCT P 51624-2000 «3ammra wHQOpPMAIUU. ABTOMAaTH3UPOBAHHBIE CHCTEMBI
B 3aIIMIIEHHOM HcnogHeHnu. O0mue TpeGoBaHus .

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [TpaBuiia BKIFOYCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texumueckas 3amurta wHGopMarmu. OCHOBHBIE TEPMHHBI
U OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1upopmarrionHas TeXHOJIOTHUS. MeTObI U cpeAcTBa
6e3omacHocTH. CucTeMbl MEeHeKMEeHTa HH(popMarmonHoi 6e3onacHocTh. TpeOoBaHUD.

14 TOCT P 50922-2006 «3ammuta napopmannnr. OCHOBHBIE TEPMHUHBI U OTIPEIICTICHUS».

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHpopMaTH3amuu. DPakTOpHI,
BO3JIelicTBYIOIMME HAa nH(popMarnio. OOIIre MoIT0KEHHS Y.

16 TOCT P UCO/MBK TO 13335-5-2006 «MudbopmanroHnHass TexXHOJOTHSI. MeToms
U cpencTBa obecriedeHus 6e3omacHocTH. YacTh 5. PykoBOICTBO MO MEHEHKMEHTY 0€30MacHOCTH
CeTH».
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17 TOCT P HCO/TO 13569-2007  «duHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o uH(pOpMaLIMOHHOM 0€301TaCHOCTH.

18 T'OCT P UICO/M3K 27005-2010 «MupopmannoHHas TeXHOJIOTHs. MeToAbl U cpecTBa
obecrnieueHus 6e30nacHOCTH. MeHeDKMEHT prcka HHPOPMAIIMOHHOM 0€30IacHOCTH.

19 TOCT P UICO/M3BK 27004-2021 «MudpopmannoHHas TeXHOIOTHs. MeToAbl U cpecTBa
obecnieuenus 6ezonacHocTu. MeHeHKMEHT HH(POPMALIMOHHOM 6€30MacCHOCTH. MOHUTOPHUHT, OIICHKA
3alUIIEHHOCTH, aHAIN3 U OLICHUBaHUE».

20 T'OCT P 51897-2021 «MeHemKMEHT pucKa. TepMUHBI U OTIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wunpopmaruu. Cucrema crangaptoB. OCHOBHBIC
TIOJIOKCHUS.

22 Konuenuus nH(OPMaLMOHHON 0e301acHOCTH HCIIOJTHUTENIbHBIX OpraHoB
rocynapctBeHHol Biactu Cankrt-IlerepOypra ot 20.02.2023.
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